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14. Position Summary 
  

 
This is an advanced professional position which provides a high level of expertise in the 
areas of insurance company information systems, cybersecurity, and financial analysis 
and examinations systems and software.  The position is primarily responsible for 
evaluating the security, integrity and availability of insurance companies’ systems.  The 
position is also responsible for evaluating, developing, and recommending program 
policy and procedure in these areas as they relate to field examinations and financial 
analysis, and effectively implementing revisions to such procedures as directed by bureau 
management. 

 
The position requires an advanced level of knowledge related to information system 
control environments, including network and internet security and the ability to determine 
the extent to which control deficiencies, and therefore increased audit risk, exist for each 
subsystem.  Advanced knowledge of insurer information systems utilized for 
investments, premium collection, underwriting, claim processing, reserving, and financial 
reporting, including the related risks and appropriate control environments for such 
systems is also desirable.  The position also requires communicating these findings and 
their impact on the financial examination with respect to the reliance placed on the 
company’s information systems.  

 
The position also involves an advanced level of knowledge of financial analysis and 
examinations systems and software utilized by financial examiners in their evaluation of 
an insurer's financial condition, including specific analysis and examination software.  
The position requires the ability to assess the bureau's information systems needs in order 
to achieve its mission and strategic goals. 

 
Finally, the position trains staff and directs and reviews work performed by lower-level 
staff in these areas.  The position may directly review these areas where more complex 
issues or a high-risk company is involved.  The position coordinates with the NAIC and 
other states regarding these areas of review, where appropriate. 

 
15. Goals and Worker Activities  
 
50% A. Perform or direct the review of information systems on insurance  

company examinations in accordance with industry standards 
 

A1. Upon development of examination schedule and assignment of 
examiners-in-charge (EICs), discuss with examiner supervisor 
(ES) and the EIC the extent and timing of the information systems 
review with final determination to be made by the ES. 

 A2. As determined under A1. perform, direct or review insurance 
company governance and controls over  information systems and 
data on selected examinations in accordance with bureau 
procedures. 
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30% B.  Based on analysis procedures performed under A., document and 

communicate results. 
 

 B1. Maintain contemporaneous work papers in accordance with bureau 
standards evidencing work performed and conclusions drawn and 
evaluate work papers prepared by other staff applicable to these 
areas.   

B2 Complete a summary memo which includes any problems,  
questions or concerns noted, and their relevance to the financial 
examination reliance on the company’ Information System control 
environment. 

 B3. Coordinate with the ES and EIC where follow up examination 
procedures or actions are considered necessary. 

 B4. Review and/or make recommendation regarding proposed changes 
to audit procedures related to the evaluation of insurer information 
systems and control environments. 

 B5 Function as a resource to exam teams, providing expertise related 
to examination of information systems as requested. 

 
10% C. Assist the Bureau's information systems resource person for financial    

examination, financial analysis and financial data-gathering 
responsibilities. 

 
 C1. Determine examiner training needs and appropriate training 

methods for these Bureau functions. 
 C2. Develop training guidelines and materials. 
 C3. Monitor technical developments and Information Technology (IT) 

state of the art for possible use in the Bureau’s processes. 
 

5% D. Participate in the development of software applications and enhancements 
to existing software related to Bureau's financial analysis and examination 
processes. 

 
 D1. Participate in the development of software applications and 

enhancements that allow for efficient communication of data to 
and from insurers. 

 D2. Participate in the development of software applications and 
enhancements that support continued automation of examination 
processes. 

 D3. Advise Bureau and other appropriate agency staff regarding 
maintenance and enhancement of the agency web site as it 
concerns financial data and processes. 

 
5%       E.  Perform other duties as assigned. 
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Knowledge, Skills and Abilities 
 

1. Comprehensive and advanced knowledge of company control environments with 
respect to application development, security, infrastructure and operations. 

 
2. Proficient in assessing audit risk and applying appropriate audit procedures, 

techniques and tests to effectively evaluate controls. 
 

3. Ability to analyze and audit complex information system environments. 
 

4. Familiar with insurance industry regulatory and compliance issues. 
 

5. Ability to understand company financial statements. 
 

6. Ability to work independently. 
 

7. Well-developed skills in speaking, writing, interacting with others, and in 
comprehending highly complex written material. 

 
Ability to travel up to 35% of the time. 
 
 

 


